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General Accounting Office
Responsibility: Financial Analyst


Lehigh University has a contract with the Elavon Network through Wells Fargo Bank to process all campus credit card transactions. All credit card processing arrangements require the approval of the Associate Treasurer in Finance and Administration. Lehigh University accepts MasterCard, VISA, American Express (AMEX), and Discover.
In order to accept credit cards as a form of payment, a department must first obtain a merchant account by contacting the Associate Treasurer in Finance & Administration (x83110), who will provide the required paperwork and pricing information. Before applying for a merchant account each department should carefully consider several factors, such as anticipated dollar volume, average transaction amount, whether the sales will be in-person, by phone, or internet based, and whether transactions will be processed year-round, during the spring and fall semesters, or for a more limited amount of time. The cost to the department is also an important consideration. Credit card processing costs include the purchase of the required equipment and the monthly processing and transaction fees. Fees cannot be passed along to the consumer, according to the contracts with MasterCard/VISA, AMEX, and Discover. 
The department is responsible to process each credit card transaction, receive the proper authorization from Elavon for each sale, and to settle the credit card machine daily. The department is required to provide to the Bursar’s Office a deposit transmittal that includes the total of the daily credit card sales and an index and account code to credit. The Bursar’s Office is responsible to post the credit card deposits to the Banner system according to the information provided by the department on the deposit transmittal. 

Each department is responsible to reply to customer billing disputes and to respond to correspondence from Elavon in a timely manner. The department is required to adhere to applicable credit card guidelines set by the processors, which includes specific rules related to internet sales and refunds. The department is required to retain all applicable records, customer authorizations, and copies of receipts in a secure location, and to adhere to the Payment Card Industry Data Security Standards available at https://www.pcisecuritystandards.org/tech/index.htm.   
Each department is responsible for reconciling its credit card sales to its Banner index. Departments will receive monthly statements from AMEX and Elavon, which must be reviewed for accuracy. A copy of these statements must be forwarded to the Financial Analyst in the Controller’s Office by the 8th of the month. The Controller’s Office reconciles the credit card bank statement and books the monthly processing fees to the department indexes.  
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