Wells Fargo Verified by Visa

Information needed and where to find it prior to completing the following steps:

Log into Wells Fargo Commercial Card and click on Commercial Card Expense Reporting.

Click on User Information on the left hand side.
Click on Personal Profile.

Towards the bottom of the screen under Account Parameters is displayed your Monthly Credit Limit.

Launch an internet browser like FireFox or Chrome.
NOTE: Screenshots for this demo were obtained from Firefox.

Type in the following URL: wellsfargo.com/com

The following screen will appear:
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Portal

Sign-On Help
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Working with You

Products and Services

We take the time to understand
your business - from your
operations to your long-term vision
and goals.

Our comprehensive suite of
products and services can support
your business now and for years to
come.

And we support you with local
relationship managers and
bankers, who work alongside your
team to help keep your business on
track and moving forward.

- Commercial Real Estate

2> Retirement and Employee
Newsletters Benefits

by Wells Fargo Agribushess Group > Securities & Markets

More Insights > > Treasury Management

Learn More >

All Products & Services >

Click on Fraud Protection

The following screen will appear:

International Offices

Q

About Wells Fargo

CEO ® portal:
Celebrating 15 years
of innovation

Just imagine what's next

Watch Video

Industry Expertise

Work with specialists who know
your industry and can provide the
right financial services for you.

> Auto Dealerships

- Beverage Companies

> Gaming

> Technology Banking

More Industries >
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Personal Small Business Commercial International Offices  About Wells Fargo
Products and Services Industry Expertise Insights
Commercial > Fight Fraud
Fight Fraud & print | share @ @

Apply knowledge, diligence, and best practices
to help protect your accounts from the growing

threat of fraud.

Payments Fraud Fraud Schemes
Learn how you can protect your business against check  Learn about impostor fraud, account takeovers, and Cumm;rclal Electronic
fraud, ACH fraud, and card fraud. data breaches, and how you can protect your Office® portal

company. -+ Sign On

Payments Fraud >
= Sign-on Help

> Get CEQ Mobile®

Fraud Schemes »

Online and Mdpile Fraud Fraud Defenses

Protect your businesy when you're banking online - at Find out how we protect your accounts, and read our

your desktop or on v six rules for a strong protection program. Treasury Insights
Online and Mobile Fr; Fraud Defenses > Visit the Treasury Insights

website for information on

cash positioning and
Impostor Fraud forecasting, fraud protection,

managing payments, and

Learn what it is and how you can protect your accounts and assets against it. more

Watch YouTube Videos$ >

A X

Inside Treasury
Insights

Click on Payments Fraud
The following screen will be displayed:
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Commercial > Fight Fraud > Payments Fraud

Payments Fraud & print | share @ @

Despite frequent fraud attempts, many businesses do not suffer financial losses because they implement strong
fraud protection strategies. Is your organization protected? Commercial Electronic

office® portal
Check Fraud ACH Fraud Commercial Card Fraud = Sign on
= Sign-on Help
> Get CEO Mobile®

If your company writes checks, put the following serfces on all your checking accounts

= Positive pay systematically compares checks pres
serial numbers and dollar amounts that don't match

tted for payment to your issued-chack files to datact

Report Fraud

= Payee validation and payee match identifies payee Names that have been altered. Find out what t do i you think

your company might be the
victim of a fraud attempt.

= Reverse positive pay is an altarnative to positive pay kervices for companies unwilling or unable to
transmit issued-chack files to Wells Fargo. You get the Qpportunity to review checks presented for
payment and determine if they should be paid or return:

Treasury Insights

Visit the Treasury Insights
website for information on
cash positioning and
forecasting, fraud protection,
managing payments, and
more.

* You nesd Adoba® Readar® to raad PDF filss. Dovnlosd Adobs Resder for

Deposit products offerad by Wells Farge Bank, I.A. Member FDIC.

Our complimentary bimonthly
e-newsletter with perspectives
and best practices from the
Treasury Insights website. Sian
up now.

Click on the Commercial Card Fraud tab.
The following screen will be displayed:
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Personal Small Business  Commerdial International Offices  About Wells Fargo
Products and Services  Industry Expertise  Insights

Commercial > Fight Fraud > Payments Fraud

Payments Fraud

se @O @

Despite frequent fraud attempts, many businesses do not suffer financial losses because they implement strong
fraud protecbon strategies. [s your organization protected? Commerdial Electronic
Office® portal
Check Fraud  ACHFraud  Commerdial Card Fraud + Signon

» Sign-on Help

The best defense against commercial card fraud combines up-front controls, education and training, and
regular compliance monitoring. Use these ten best practices (PDF)” to help protect your company from
commercial card fraud. Wells Fargo makes it safer to purchase online with MasterCard SeaweCode and

Yerified by Visa purchase protection.
Verified by
VISA

MasterCard.
SecureCode

Wells Fargo makes it safer to purchase online with MasterCard SecureCode and Verified by Visa purchasing
protection.

Once you enroll in MasterCard SecureCode or Verified by Visa, you'll have a single password to use when you
make purchases at particpating online stores with your commerdal card.

Added safety when you shop online
With MasterCard SecureCode and Venfied by Visa:

= Only you can use your card. Because you are the only one who knows your password, you are the only
one who can use your card.

« It's easy o use. When you shop at partiapating online merchants, smply enter your MasterCard
SecureCode or Verified by Visa password when you are prompted, Then you can complete your
transactions as you usually do.

Fee
There is no charge — MasterCard SecureCode and Verified by Visa are free to cardholders and their

» Get CEO Mobile®

Report Fraud

Find out what to do f you think
your company might be the
victim of 3 fraud attempt.

Treasury Insights
Visit the Ireasury Insights
website for information on
cash positioning and
forecasting, fraud protection,
managing payments, and
more.

Inside Treasury
Insights

Our comphmentary bimonthly
e-newsletter with perspectives
and best practices from the
Treasury Insights website. Sign
b now.




From here, scroll down to the section labeled “It’s easy to enroll.” Click the Visa here link.
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forecasting, fraud protection, o
Added safety when you shop online managing payments, and
mare.

With MasterCard SecureCode and Verified by Visa

= Only you can use your card. Because you are the only one who knows your password, you are the only

one wha can use your card. .
Inside Tregeliry
= It's easy to use. When you shop at participating online merchants, simply enter your MasterCard

SecureCode or Verified by Visa password when you are prompted. Then you can complete your

transactions as you usually do. plimentary bimonthly
sletter with perspectives
Fee d best practices from the
reasury Insights website. Sian
There is no charge — MasterCard SecureCode and Verified by Visa are free to cardholders and their b now
companies. —
It's easy to enroll
Contact us

= Register your Wells Fargo commercial MasterCard here. Register your Wells Fargo commercial Visa here.

For more information on fraud
= When you make a purchase at participating online merchants, enter your password during check-out.
protection, contact your Wells
Fargo representative or

European cardholders
contact us.

Please register your MasterCard here, or click one of the links below:
= English
= French

= German

Need more information?

Read the answers to these frequently asked guestions.

i

* You need Adobe® Reader® to read PDF files. Dovnload Adobe Reader for free.

Daposit products offersd by Walls Fargs Bank, N.A. Mambar FDIC.

About Wells Fargo | Careers | Privacy, Cockies, Security & Legal | Report Fraud | Sitemap | Home
Diversity & Accessibility | Blogs & Social Media

© 1999 - 2015 Wells Fargo. All rights reserved. NMLSR ID 399801

The following screen will appear:

'/ Payments Fraud - Wells Far.. %
€ ) @ hrtps:// om/com/ s-fraud/ E1 v || Q Search

% UM PROD & UM DEMO Wl UM HELP

Wells Fargo CCER B Banner Links | Library .. [ | UNSPSC > Home [& Concur Travel [] Apple Store for Educat...

You are leaving the Wells Fargo website

You are leaving wellsfargo.com and entering a website that Wells
Fargo does not control. Wells Fargo has provided this link for your
convenience, but does not endorse and is not responsible for the
content, links, privacy policy, or security policy of this website.

Click Continue.
The following screen will appear:
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Your Password is your protection. Get yours today.

Introducing added safety when you purchase online
You can protect your WellsOne™ Commercial Card with a unique password for online purchasing
Password Help

Allyou have to do is register with Verlfied by Visa today.
Privacy Policy

ContactUs Every time you enter your WellsOne™ Commercial Gard number to make a purchase at a
participating online merchant, youil be asked to supply your password before your ransaction can

be completed. Only you will be able to use your WellsOne™ Commercial Card for internet
purchases. Registration is quick and easy.

Purchase secure. Purchase smart. Here's how.

1. Startthe purchase process by entering your WellsGne™ Commercial Gard number
2 You'l then be asked to supply your secret Verified by Visa password

3. Submit your password and your ransaction is completed quickly and safely.

oninestore &

Yourpurchose
Compiere

SuBNIT ORDER Thenk you.

/ Click here to register with
Cliek here to register right now. Tem,

porary Passwor

It yo{ve already registered, click here to login to your account

© 1599 - 2015 Wells Fargo. All rights reserved.

Click Register Now.

The following screen will appear:
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Register Now

Enhance the skfety and security of purchasing online with your
Eafhopat] Mernant WellsOne™ Cokamercial Card.

Passward Halp

The Verited by

vice ma\es il sale and easy for purchases on the intemet. There is no downloating of software and no
‘casl. Simply click on the Regish Mow ink below in just a few steps you will be regislered

&\ 999 - 2015 Wells Fargo, All ights reserved

Once again, click Register Now.

The following screen will appear:
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Register Now Step 1: Card Number

Manage Your Account
FAQs

Participating Merchanis
Password Help
Privacy Policy 16 digit Card number *
ContactUs

* indicates required fiekds

© 1999 - 2015 Wells Farg\. All rights reserved.

Enter your OneCard number." Click Continue
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Register Now Step 2: Account Information

Wanage Your Account
FAQs

Patticipating Merchants ~ For p the questions below. Allinformation provided wil be kept confidential
Password Help

Privacy Policy

ContactUs

*indicates required fields

Enter the last four digits of your unique ID~
Enter your menthly credit limit in whole dollars (eg: 1000)

Enter the zip/postal code associated with the card account number *
<BACK] [CANCEL] [CONTINUE>

@ 1995 - 2015 walls Fargo. All rights rasarve: ¥l

The last 4 digits of your unique ID are the last 4 digits of your LIN (can be located under picture on Lehigh photo ID).

Your Monthly credit limit can be obtained by doing the following:
Log into Wells Fargo Commercial Card and click on Commercial Card Expense Reporting

Click on User Information on the left hand side.
Click on Personal Profile. Towards the bottom of the screen, under Account Parameters, is displayed your

Monthly Credit Limit.



Enter Lehigh University’s zip code: 18015.

The following screen will appear:

Payments Fraud - Wells Far.. % | Personal Message * .
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Register Now

Manage Your Account
FAQS

Participating Merchants
Password Help
Privacy Policy

Contact Us

Create a password and confirm your password! Enter your Personal Message. Click Submit.
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Verified by
VISA
Step 3: Select Password

Password
When you make a Verified by Visa purchase, you will be asked for your passwaord. Your Verified by Visa password must conform
10 the password policy.

The password must be at least & characters in length. The password must contain at least ane numeric and at least one alpha
character (no special characters allowed). Passwords will be case sensitive

* indicates required fiskds

Password*

Confirm password*

Personal Message

As yet another security measure, we askyouto supplya  Personalflessage , which can be anything you will know to easily
recognize later. Example, name of your favorite movie or your favorite Yacation spat or name of your pet

‘When you see this message in the Verified by Visa password windowlt is your guarantee you are validating with verified by
Visa. Your Personal Message must be between 1-30 characters alphahumeric and without any special characters.

Personal Message®
1- 30 characters, no special chals{g

Thanks for your patience. Now just click the Submit button and allow a fe
confirmation.

™as to receive your Verified by Visa registration

The following screen will appear:
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Verified by
Register Now Thank you for registering.
Manage Your Account
A Congratulations! You have successfully enrolled for Verified by Visa
FAQs
Paricipating Merchants
Passwaord Help Look for Verified by Visa logo when you purchase online at participating merchant sites
Privacy Policy You can update your Verified by Visa profile at anylime. Go to the home page of this website and select Account Management to
Contact Us change your Password information

@ 1999 - 2015 Wells Fargo. All rights reserved.

Close out of the internet browser you have launched.



